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A Kerberos celja

forras:
http://technet.microsoft.com/en-us/library/cc772815(v=ws.10).aspx
http://www.kerberos.org/software/tutorial.html
http://www.rfc-editor.org/rfc/rfc4120.txt

,Kerberos is an authentication protocol for trusted hosts on untrusted networks”

celok:

« felhasznalo (kliens gép) hitelesitése az alkalmazas szerverek felé

« afelhasznaldi jelsz6 nem utazik, nem tarolodik (csak titkositva a szerveren)
« kozponti felhasznalé menedzsment

« single-sign-on

» kolcsonos azonositas (opcid)

 titkositott kommunikacio (opcio)


http://technet.microsoft.com/en-us/library/cc772815(v=ws.10).aspx
http://www.kerberos.org/software/tutorial.html
http://www.rfc-editor.org/rfc/rfc4120.txt

Kerberos fogalmak / 1

realm/domain: Tartomany, melyben a kliensek egyetlen autentikacios
szerverhez kapcsoldédnak. Az igénybe vett szolgaltatas mas tartomanyban
is lehet (cross-domain autentikacio).

principal: Felhasznalo vagy szolgaltatas a tartomanyon beltl, egyedi nevvel.

ticket: Jegy, melyet a kliens mutat be az igénybe vett szolgaltatasnak az
autentikacio soran. Tartalma titkositva van a szolgaltatas szimmetrikus
kulcsaval (melyet a ticket kibocsatoja ismer, de a kliens nem). Tartalma:
kliens principal, szolgaltatas principal egyedi neve, kliens IP cim
(opcionalis), érvényesség kezdete, érvényesseg id6tartama, session kulcs.
A ticket bemutatasakor igazolni kell a session kulcs ismeretét
(authenticator).

session key: A ticket kibocsatoja hozza létre, és kiilon titkositja a kliens és a
szolgaltatas szimmetrikus titkosito kulcsaval. Ennek ismerete a (k6lcsonos)
autentikacio alapja a kliens és a szolgaltatas kozott.

authenticator: Hitelesité adat, melyet a kliens a ticket bemutatasaval
parhuzamosan ad at a szolgaltatasnak. A kliens principal egyedi nevét és
az idépontot tartalmazza a session kulccsal titkositva.
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Key Distribution Center (KDC): Az adott tartomany autentikacios szolgaltatasa,
mely harom részbdl all: Database, Authentication Server és Ticket Granting
Server.

Database: A tartomany prinicipal-jait, azok szimmetrikus kulcsat es a principal,
valamint a ticket-ek érvényességi id6it tartalmazza. (Titkositva egy master
kulccsal.)

Authentication Server (AS): A még be nem jelentkezett felhasznald kezdeti
autentikaciojat (jelszo ellenbrzését) végzi. A sikeres autentikacio
eredmeéenye egy Ticket Granting Ticket (TGT) atadasa. A ticket-ek kiadasa a
TGT alapjan torténik, nem kell Ujra jelszot megadni.

Ticket Granting Server (TGS): A klienstdl kapott érvényes TGT alapjan atadja
az adott szolgaltatashoz kapcsolodo ticket-et.
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HTTP alapok

HTTP alapok:
https://en.wikipedia.org/wiki/Hypertext Transfer Protocol

HTTP cookie alapok:
https://en.wikipedia.org/wiki/HTTP cookie

HTTP redirect alapok:
https://en.wikipedia.org/wiki/HTTP 302
https://en.wikipedia.org/wiki/HTTP 303
https://en.wikipedia.org/wiki/Meta_refresh



https://en.wikipedia.org/wiki/Hypertext_Transfer_Protocol
https://en.wikipedia.org/wiki/HTTP_cookie
https://en.wikipedia.org/wiki/Meta_refresh
https://en.wikipedia.org/wiki/Meta_refresh
https://en.wikipedia.org/wiki/Meta_refresh

HTTP redirect

HTTP redirect status codes 3xx:

« 301 moved permanently

« 302 found (HTTP 1.0: temporary redirect volt, de megvaltozott az értelme)
« 303 see other (HTTP 1.1, csak GET-tel)

« 307 temporary redirect (HTTP 1.1, ugyanazzal a metédussal)

HTTE/1.1 301 Moved Permanently
Location: http://wWwWwW.exXxample.org/
Content-Type: text/html
Content-Length: 174

<html >

<head>

<title>Mowved</title>

</ head>

<body>

<hl>Moved< /hl>

<p>Thi=s page has moved to <a href="http://www.example.org,/ ">http://www.exanple.org/</a>.</p>
</ body>

</html >
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Kérés:

GET https: //magyvarorszag.hu/ HTTP/ 1.1

Host: magyarorszag.hu

User-Agent: Mozilla/ 5.0 (Windows NT 6.3; WOWe4; rv:51.0) Gecko/20100101 Firefox,/51.0
Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,*/*;q=0.8
ACcept-Language: hu-HU,hu;q=0.8,en-Us;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate, br

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Valasz:

HTTP/1.1 200 OK

Date: Thu, 23 Feb 2017 07:44:01 GMT

Set-Cookie: JSESSIONID=3D97BS4A3Z1BC451Z2BF8D40932DESS7S7.portals; Path=/; Secure
Content-Type: text/html;charset=UTF-5

keep-Alive: tTimeout=15, max=100

Connection: keep-alive

Transfer-Encoding: chunked
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Kérés:

GET https://gate.gov.hu/sso/ap/Apserviet?partnerid=mohu HTTP/1.1

Host: gate.gov.hu

User-Agent: Mozilla/5.0 (Windows NT &.3; wWOwed4;, rv:5l.0) Gecko,/20100101 Firefox/51.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q0=0.8
Accept-Language: hu-HU,hu;q=0.8,en-uUs;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate, br

Referer: httips://magyarorszag.hu/

Connection: kKeep-alive

Upgrade-Insecure-Requests: 1

Valasz:

HTTP/1.1 200 OK

Date: Thu, 232 Feb 2017 07:44:34 GNMT

Set-Cookie: JSESSIONID=D0O719722ESF6614A412D89ESF153AB33.5502; Path=/
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Type: text/html;charset=UTF-8

Content-Length: 7293

Keep-Alive: timeout=15, max=100

Connection: keep-alive
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Kéres:
POST https:/ /gate.gov.hu/s/sso/ap/Apserviet HTTP/ 1.1

HosT: gate.gov.hu
User-Agent: Mozilla/5.0 (Windows NT &.3; WOWG4; rv:51.0) Gecko,/20100101 Firefox,/51.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8
AcCCept-Language: hu-HU,hu;q=0.8,en-uUs;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate, br

Referer: https: //gate.gov.hu/sso/ap/apserviet?partnerid=mohu

Cookie: JSESSIONID=D0719722ESFG6614A412D89E87153AB33.5502

connection: keep-alive

Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-Torm-urlencoded

Content-Length: &5

partnerid=mohu&target=&felhasznaloNev= &jelszo=

Valasz:

HTTP/1.1 302 Moved Temporarily

Date: Thu, 23 Feb 2017 07:44:52 GMT
content-Length: 0

Location: https://gate.gov.hu/sso/ap/ApServiet
Keep-Alive: timeout=15, max=100

Connection: keep-alive

Content-Type: text/plain; charset=UTF-8
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Keres:
GET https://gate.gov.hu/sso/ap/Apserviet HTTP/ 1.1
Host: gate.gov.hu
User-Agent: Mozilla/5.0 (Windows NT &.32; wWOwWe4; rvisl.0) Gecko/20100101 Firefox,/51.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q0=0.8
ACCept-Language: hu-HU,hu;qg=0.8,en-uUs;qgq=0.5,en;q=0.3
Accept-Encoding: gzip, deflate, br
Referer: https://gate.gov.hu/sso/ap/ApServiet?partnerid=mohu
Cookie: J1SESSIONID=D0O7197Z22ES5F6614A412D89E87153AB33.5502
Connection: keep-alive
Upgrade-Insecure-Requests: 1

Valasz:

HTTP/1.1 200 QK

Date: Thu, 23 Feb 2017 07:44:52 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Pragma: no-cache

Content-Type: text/html;charset=UTF-8

content-Length: 5212

Keep-Alive: tTimeout=15, max=99

connection: keep-alive

<neta http-equiv="refresh" content="3;URL=../IntersiteTransfer TARGET=&amp; PARTNER=mohU" /=
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Kérés:
GET https://gate.gov.hu/sso/IntersiteTransfer TTARGET=&PARTNER=mohu HTTP/1.1

Host: gate.gov.hu
User-Agent: Mozilla/s5.0 (wWindows NT &.3; WOwWe4; rv:i51.0) Gecko/20100101 Firefox/51.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8
Accept-Language: hu-HU,hu;g=0.8,en-Us;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate, br

Cookie: J1SESSIONID=D0O71972ZESF6614A412DB9EB7FIS3AB33.s502

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Valasz:

HTTP/1.1 302 Moved Temporarily
Date: Thu, 23 Feb 2017 07:44:56 GMT

Content-Length: O
Location: https:/ Sugyfelkapu.magyarocrszag. hu/mobu_portlet _frame auth/S550Lagin?SAMLart=J15xawk2 FsCgM

Kegp-Alive: timeout=15, max=9&
Connection: keep-alive
Content-Type: text/ /plain; charset=UTF-8

artlet_frame auth,/S550LoginT5AMLArt=J15xawk2FsCgMibai JEaArMOsbNtpl 21 1XccFC 7 ZMgamocng2F 9ns 3T ASTARGET=
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Kérés:

GET https: //ugyfelkapu.magyarorszag. hu/mohu_portlet_frame/auth,/S50L0gin7SAMLArt=15xawk2FsCgM
Host: ugyfTelkapu.magyarorszag.hu

User-Agent: Mozilla/5.0 (windows NT &.3; wOwed; rvi5l.0) Gecko/20100101 Firefox/51.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;0=0.8

Accept-Language: hu-HU,hu;q=0.8,en-uUs;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate, br

Cookie: css55ize=0

Connection: keep-alive

Upgrade-Insecure-Requests: 1

Valasz:

HTTP/ 1.1 302 Moved Temporarily

Date: Thu, 23 Feb 2017 07F:45:35 GMT

set-Cookie: sso_auth=KEmyK353jVvIETm/bmSed44Uv /TEgvNgASEM4iLLpokBFg=; Domain=magyarorszag.hu; Path=/; Secure
Set-Cookie: JSESSIONID=87EALSCS51643BF5334D95738D460D3ET.portal3; Path=/; Secure

Location: https: //ugyfelkapu.magyvarorszag. hu

Content-Length: O

Keep-Alive: tTimeout=15, max=100

Connection: keep-alive

Content-Type: text/plain; charset=UTF-8
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Kérés:

GET https: /fugyfelkapu.magvarorszag. huy/ HTTP/1.1

Host: wgyfelkapu.magyarorszag. hu

User-Agent: Mozillas/5.0 (Windows WT &.3; WOWe4; rvisl.0) Gecko/20100101 Firefox/51.0

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*,/";q=0.8

Accept-Language: hu-HU,hu;q=0.8,en-U5;q=0.5,en;q=0.3

Accept-Encoding: gzip, deflate, br

Cookie: css5ize=0; sso_auth=KmyK353jVIETm/bmSed4lv, /FTEgvNgASSM4iLLpokBFg=; JSESSIONID=S57EAL1SC851643EF
Connection: keep-alive

Upgrade-Insecure-Requests: 1

Valasz:

HTTP/1.1 302 Moved Temporarily

Date: Thu, 23 Feb 2017 07:45:38 GMT

Set-Cookie: JSESSIONID=S7EA1S8CS81643BF5334D95798D460D3E7.portal3; Path=/; Secure
pragma: no-cache

Cache-control: no-cache,no-store,must-revalidate

Location: https: //ugyfelkapu.magyarorszaqg. hu/szolgaltatasok/tarhely/beerkezetrt
Content-Length: 0O

Keep-Alive: timegut=15, max=99

Connection: keep-alive

Content-Type: text/plain; charset=UTF-8
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Tranzakcios kod ellen6rzése:

A szakrendszerhez tortend visszairanyitas egyik paramétere a sikeres
bejelentkezéskor generalt, a bejelentkezés idejen érvényes egyedi
azonosito: a tranzakcios kod (SAMLart).

A szakrendszer ellendrzi (szerver-szerver kommunikacio), hogy az adott
felnasznald valéban sikeresen belépett a gate.gov.hu-n.

A tranzakcios kod ellen6rzési kérésre kuldott valaszizenetben a szakrendszer
hozzajut az ugyfél un. kapcsolati kdédjahoz is, amely abban a rendszerben
egyedi azonositokéent mikodik.

Viszontazonositas:

A kapcsolati kéd hasznalataval a szakrendszer ellenérizheti az adott
felhnasznald gate.gov.hu-n tarolt személyes adatait.
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kau.gov.hu login

Kérés:

POST https://kKau.gov.hu/proxy/saml /authnrequest HTTP/ 1.1

Host: kau.gov.hu

Connection: keep-alive

Content-Length: 9928

Cache-Control: max-age=0

origin: https: //nyilvantarto. hu

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 6.1; wWOwWe4) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/56&.
Content-Type: application/x-www-Torm-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,1image/webp,*/~;q0=0.8
Referer: https://nyilvantarto.hu/ugyseged/

Accept-Encoding: gzip, deflate, br

Accept-Language: en-uUs,hu-HU;q=0.8,hu;q=0.6,en;q=0.4

SAMLRequest=PDo94bwwgdmvyC2TvbBjOiMS4wWIiBTbmNvZGTUZZ 01 VVRGLTOT PZ 4KPHN KW CO pEdXR.ob1 11 CxXW 1 %0D%0AC 30




kau.gov.hu login

SAMLRequest tartalma:

v<saml2p:AuthnRequest xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol”
xmlns:xs="http://www.w3.0rg/2001/XMLSchema”
AssertionConsumerServiceURL="https://www.nyilvantarto.hu/ugyseged/"
Destination="https://kau.gov.hu/proxy/saml/authnrequest?lang=hu” ID="ID e70459e4-
88ec-45d6-810e-811b31556d55" Issuelnstant="2017-03-09T715:48:19.772Z"
ProtocolBinding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Version="2.0">

<saml2:Issuer

xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">wu.kekkh.gov.hu</saml2:Issuer>
p <ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">...</ds:Signature>

v<saml2p:Extensions>

v<saml2:AttributeStatement xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">

» <saml2:Attribute Name="urn:eksz.gov.

NameFormat="urn:eksz.gov.hu:1.0:0ony
» <saml2:Attribute Name="urn:eksz.gov

» <saml2:Attribute Name="urn:eksz.gov
NameFormat="urn:eksz.gov.hu:1.0:0ony

hu:1.0:ony:adatigenylo”

:adatigenylo”>...</saml2:Attribute>
.hu:1.0:0ny:cel”
NameFormat="urn:eksz.gov.hu:1.0:0ny:

cel">...</saml2:Attribute>

.hu:1.0:0ny:felhasznalo”
:felhasznalo">...</saml2:Attribute>
» <saml2:Attribute Name="urn:eksz.gov.

hu:1.0:0ony:jogalap”



kau.gov.hu login

SAMLRequest tartalma:

v<saml2:Attribute Name="urn:eksz.gov.hu:1.0:ony:szervezetkod"
NameFormat="urn:eksz.gov.hu:1.0:ony:szervezetkod">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:type="xs:string">KEKKH WU</saml2:AttributeValue>
</saml2:Attribute>
v<saml2:Attribute Name="urn:eksz.gov.hu:1.0:4t"
NameFormat="urn:eksz.gov.hu:1.0:4t">
<saml2:AttributeValue xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xsi:nil="true" xsi:type="xs:string"/>
</saml2:Attribute>
p <saml2:Attribute Name="urn:eksz.gov.hu:1.0:felhasznalo azonosito"
NameFormat="urn:eksz.gov.hu:1.0:felhasznalo azonosito">...</saml2:Attribute>
</saml2:AttributeStatement>
</saml2p:Extensions>
<saml2p:NameIDPolicy AllowCreate="false" Format="urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent” SPNameQualifier="urn:eksz.gov.hu:1.0:rnytkk"/>
v<saml2:Conditions xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">
v<saml2:AudienceRestriction>
<saml2:Audience>urn:eksz.gov.hu:1.0:azonositas:kau:1</saml2:Audience>
</saml2:AudienceRestriction>



kau.gov.hu login

AuthnRequest értelme:

A szakrendszer altal, a felhasznalé szamara létrehozott és a KAU felé
tovabbitandd SAML v2.0 szabvany szerinti AuthnRequest lizenet
tartalmazza az adott szakrendszerhez valdé hozzaféres feltételeit:

« vegre kell hajtani a megfelel6 felhasznald-hitelesitést és
« a kert tipusu azonositbadat lekérdezéseét.

A sikeres kommunikaciohoz szikség van:

» a kéreést kuldb szakrendszer cimeére (akinek a valasz visszakuldésre kerul),
* egy egyedi tranzakcio azonositora,

* az azonositasi szolgaltatas meghatarozasara.



kau.gov.hu login

AuthnRequest ala van irva (XML alairas szabvanynak megfeleléen):

v<ds:Signhature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
v<ds:SignedInfo>
<ds:CanonicalizationMethod Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>
v<ds:Reference URI="#ID e70459e4-88ec-45d6-810e-811b31556d55">
v<ds:Transforms>
<ds:Transform Algorithm="http://www.w3.0rg/2000/09/xmldsig#enveloped-
signature”/>
v<ds:Transform Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#">
<ec:InclusiveNamespaces xmlns:ec="http://www.w3.0rg/2001/10/xml-exc-cl4n#"
PrefixList="xs"/>
</ds:Transform>
</ds:Transforms>
<ds:DigestMethod Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>
<ds:DigestValue>QsDRNNAVqdssgp5g]fbfOsf3Bjk=</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>
v<ds:SignatureValue>
1vRmUCdYvLrsgcbh©1z5BzJdltheIgDXDAKYpjki2Thz8IB4IXt6MGOsVpIW4uBpCydjAcyh9lsAebwD
</ds:SignatureValue>



kau.gov.hu login

AuthnRequest ala van irva (XML Signature szabvanynak megfelel6en):

<ds:KeyInfo>
<ds:X509Data>
<ds:X509Certificate>
MITHX]jCCBkagAwIBAgIIbMyQynJvmtkwDQYJKoZIhvcNAQELBQAwWgZYxCzAIBgNVBAYTAKhVMRE
DwYDVQQHDAhCAWRhcGVzdDE8SMDOGALIUECgwzTk1TWiBOZW16ZXRpIEluZm9rb21tdW5pa80hY2n
s3MgU3pvbGTfDoWxOYXTDsyBacnQuUMTYwWNAYDVQQDDC1NaW7FkXPDrXR1dHQgVGFuw7pzw610ds0
bnlraWFkw7MgdjIgLSBHT1YgQOEWHhcNMTYWOTI4MDCczNZAIWhcNMTcwOTI4AMDczNzA1WjCBszE
MAKGA1IUEBhMCSFUXETAPBgNVBACMCEJ1ZGFwZXNOMQ8wDQYDVQQKDAZLRUsgSOgxGTAXBgNVBAU
EERPMjAXMzEyMDItMURPNzcXNTAzBgNVBAMMLFd1YmVzIMOcZ31zZWfDgWQgU1lAgQWzDocOtcsO
IHRhbs06c80tdHbDoW55MQEWCWYDVQQRDAQXMDkOMRBWHQYDVQQIDBZCYWzDoXpzIELDgWxXhIHV
Y2EgMzUuMIIBIjANBgkqhkiGOwOBAQEFAAOCAQ8AMIIBCgKCAQEA6GMWHEEVNom/+S9kmkTreGR
EUjbMQOjwpyGtrjPQZ5rMHEDVU3VgoIX4bl2yCq/QzOw02Z252XhnE1ZAS5ahnnLTU9P1ZyNrZb8/
zd/Wo5w6kM7jfO9yAR+h+yrxNgmMNkeHPVck4PYQ8gqJ1lc1Q6dgH2zrA9Iss4HmcBICcfVvUEHijdj
Lhd1f1MJabDVPfYCkYbxXmPadUNXyM6Bf930JqGWbRNMLWhPWgNsyz@mlsfdAeHcsMrgSGoQ5bd
HhKAS9K13V5BU2DGZB4DfkQmTyNFnxbfdJeI2tmUTDBYFY135a3DylIFAN]/+iGYlaIzoiQfHqgg
h8S+yvhAutjc7wIDAQAB04IDjzCCA4swdQYIKwYBBQUHAQEEaTBNMDcGCCsGAQUFBzAChitodHR
018VvcWNhLmhpdGVsZXMuZ292Lmh1L2N1ci9HT1ZDQS1RdjIuY2VyMCwGCCsGAQUFBzABhiBodHR
01i8vcW9jc3AuaGlezZWxlcy5nb3YuaHUvb2NzcDAABgNVHQ4EFgQUcSyCc3UWetOGLDNMOZE8nMT
fDQWDAYDVROTAQH/BAIWADAFBgNVHSMEGDAWEBTO0zUPKX0oxKMIryIb4alqjL3SeIgDBIBggrBgE



kau.gov.hu login

Sikeres belépést kovetd visszairanyitas:

POST https: //Swww.nvilvantarto. hu/sugyseqedy HTTP/ 1.1

Host: www.nyilvantarto. hu

Connection: keep-alive

Ccontent-Length: 22102

Cache-Control: max-age=0

origin: https: //kau.gov. hu

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/s.0 (Windows NT &.1; wOwWe4) ApplewebKit/537.326 (KHTML, like Gecko) Chrome/5
Content-Type: application/x-www-Torm-urlencoded

Accept: text/html,application/xhtml+xml,application/xml;qg=0.9,1image/ webp,*/*;0=0.8
Referer: https: //kau.gov. hu/proxy/saml /response

Accept-Encoding: gzip, deflate, br

AcCcept-Language: en-us,hu-HU;g=0.8,hu;qg=0.6,en;q=0. 4

Cookie: _ga=GAl.Z2.1976521315,.1489074501; _gat=1

SAMLR esponse=PDo4bwwgdmvycZ2 TwbjoiMS4wIi Bl bmMvZGTuZZ0TVVRGLTgI PZ48C2FThD IwD 111 C2EvbnNT IHhTH0D%0A|
0ABMNT IFVSSTO1 I18yNDBINTQOYZ E3MD B Zm0z MW j YWUYOWIhoDV1 Yz hhy SIvPgogICAQICAQICAQHODHOAICAQICABLIR




kau.gov.hu login

SAMLResponse tartalma (alairva, titkositva):

v<saml2p:Response xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol" Destination="kau.gov.hu"

ID="ID 8ccflab6-3d90-4cf7-af62-8b8057148a22" InResponseTo="ID 51a722c5-5f13-4a@5-aeSb-f63f61le8aldf"
Issuelnstant="2017-03-09T15:48:39.552Z" Version="2.0">

<saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">idp.gov.hu</saml2:Issuer>

p <ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">...</ds:Signature>
v<saml2p:Status>

<saml2p:StatusCode Value="urn:oasis:names:tc:SAML:2.0:status:Success"/>
</saml2p:Status>

» <saml2:EncryptedAssertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">...
</saml2:EncryptedAssertion>

</saml2p:Response>



kau.gov.hu login

Titkositott adat és titkositott szimmetrikus kulcs (XML Encryption szabvany):

v<saml2p:Response xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"” Destination="kau.gov.hu"
ID="ID 8ccflab6-3d90-4cf7-af62-8b8057148a22" InResponseTo="ID 51a722c5-5f13-4a05-ae9b-f63f61le8aldf"
Issuelnstant="2017-03-09T15:48:39.5527" Version="2.0">
<saml2:Issuer xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">idp.gov.hu</saml2:Issuer>
p <ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">...</ds:Signature>
p <saml2p:Status>...</saml2p:Status>
v<saml2:EncryptedAssertion xmlns:saml2="urn:oasis:names:tc:SAML:2.0:assertion">
» <xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
Id="_ea58bcbe55e27d99¢c65cea3b60314105" Type="http://www.w3.0rg/2001/04/xmlenc#Element">...
</xenc:EncryptedData>
» <xenc:EncryptedKey xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
Id="_ 76d8elfcf52e45e7cecaaB080lec325b" Recipient="ID 2481511d-bf@2-43c0-bd67-56abcl1d8103f">...
</xenc:EncryptedKey>
</saml2:EncryptedAssertion>
</saml2p:Response>



kau.gov.hu login

Titkositott adat:

v<xenc:EncryptedData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id=" ea58bcbe55e27d99c65cea3b60314105" Type="http://www.w3.org/2001/04/xmlenc#Element”>
<xenc:EncryptionMethod xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc"/>

v<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" Id="ID 7298dcf3-0f6c-4c7d-b8al-
c5c¢57562a2dc">

<ds:RetrievalMethod Type="http://www.w3.0rg/2001/04/xmlenc#EncryptedKey”
URI="# 76d8elfcf52e45e7cecaaB8080lec325b"/>
</ds:KeyInfo>
v<xenc:CipherData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#" >
v<xenc:CipherValue>
v9/Y89veXDzBOuzAUra+2ejuPrZYSb4rNjDEM+nf12VKWigU+FbVgI5rI4e/d5wA/jZpcIAGSQzOQTOOXpENZCzX
</xenc:CipherValue>
</xenc:CipherData>
</xenc:EncryptedData>



kau.gov.hu login

Titkositott szimmetrikus kulcs:

v<xenc:EncryptedKey xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"

Id=" 76d8elfcf52e45e7cecaa8080lec325b" Recipient="ID 2481511d-bf02-43cO-bd67-56abcld8103f">
<xenc:EncryptionMethod xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
Algorithm="http://www.w3.0rg/2001/04/xmlenc#rsa-1 5"/>

v<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#" Id="ID 2481511d-bf02-43cO-bd67-
56abc1d8103f">
v <ds:X509Data>

v<ds:X509Certificate>
MITIHOjCCBiKgAwWIBAgIIX0A3sQ3Z4WIwDQYIKoZIhvcNAQELBQAwWgbQxCzAIBgNVBAYTAKhVMREW
DwYDVQQHDAhCAWRhcGVzdDE8MDoGALUECgWzTk1TWiBOZW16ZXRpIE1uZm9rb21tdW5pa80hY2nD
s3MgU3pvbGfDoWx@YXTDsyBacnhQuMVQwUgYDVQQDDEtUaXRrb3PDrXTDsyBUYW7DunPDrXR2w6Fu
eWtpYWTDsyAtIEtvcm3DoW55emF@aSBIaXR1bGVzw610w61zIFN6b2xnw6FsdGFOw7MwHhcNMTUw
NFMWMTMwMzMwih cNMT cwN j I5SMTMwMzMwWjCBuTELMAKGALTUEBhMCSFUXETAPBgNVBACMCEJ1ZGFw
ZXNOMTwwOgYDVQQKDDNOSVNaIE51bXpldGkgSW5mb2tvbWllbmlrw6FjacOzcyBTem9sZ80hbHRh
dMOzIFpydC4xGjAYBgNVBAUTEURPMjAXMzASMT c tMURPMTMWMRMWEQYDVQQDDAprYXUuZ292Lmhl
MQOwWCWYDVQQRDAQXMDgXMRkwFwYDVQQIDBBDc29rb25haSB1dGNhIDMUMIIBI jANBgkghkiGOwOB
AQEFAAOCAQBAMIIBCgKCAQEAMeF7PJ9Q8aV526x9ShxS5G508d0XdgYoB3XYbxFobekxT+IE5Aa0
esTHItpWjSwUwIiTBFVVAr7t9xjfl1Rw/inUOt1b/ig24awBofxallzyMcIQmZy5LQIIZPovDTd5k
TUq502nyuzIP36tva7cVIZFALImQBU+FbMSiY69JIKHSa4DeUauCeY27RAg6UB3bERArgfGaYgFsL
DGaW8HVps2Fr19K02RRSx7veO1lfcqydgOuRiyfBU+PRVXjRCI50dPMHVP17A7WOCeD2QpUMABTTLQ



kau.gov.hu login

Titkositott szimmetrikus kulcs:

LW LML ML LU T L S I U S MmN S, i 1 LM S VTV L 1T I VST DU T L WA T L W LT

aXR1bGVzLmdvdi5odS9jcmwvROIWQOELT1EtUGVDLmNybDAOBgNVHQ8BAT8EBAMCBDAWEWYDVRO1
BAWwCgYIKwYBBQUHAWQWFWYDVRORBBAWDOEMaWSmbOBuaXN6Lmh1MABGCSqGSIb3DQEBCWUAA4IB
AQBoRCZd/jGQNBoIUL4j000XAJ+0SpLsG+6jUcqd+G2rsXjI5FIQUaBbm9SqxAC5PWR6QeNGx3r4d
gaRH9B8YzvhYYfiR91lIapcmNc3puN6ZULmQna+1k2XSxODXvbGALzTbkIZZBXauSEsXTRxpSWCHX
E7891GD2SABKWCRWLDQLNX5c7dwpRkyPS@DBt+bi++IThAS5c1glHW1jilVhIN9AAehLOkZk8n610
pAiN++H7UF1AQGY9T5fGPVRcOIL3QMScbMscTO4kTkBdnW7immeclbdIZRmulQcjuU8c3tKy7Govz
h4jaWEEAyN1sgNPqyxtprroh9CxMEp+KuSzRqMUE
</ds:X509Certificate>
</ds:X509Data>
</ds:KeyInfo>
v<xenc:CipherData xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#">
v<xenc:CipherValue>
GOb809jxao01lpfZ/AapbA1CNWEqiYwKy77tByu02dDUGD/+EirTnkEUFFShV8mcnbls4ALYGEhnp4XRNTRVAC
</xenc:CipherValue>
</xenc:CipherData>
v<xenc:Referencelist>
<xenc:DataReference URI="# ea58bcbe55e27d99c65cea3b60314105"/>
</xenc:ReferencelList>
</xenc:EncryptedKey>



OAuth 2.0

« OAuth was designed for authorization (i.e.
delegation)

— Allow an external web site or app to access a service
on the user’'s behalf

« Examples:

— Authorize an external web site or app to update your
Facebook profile or page

« Standardized by IETF (RFC 6749, RFC 6750)

— Many implementation options cause interoperability
Issues

— OAuth 2.0 security is based only on TLS (Oath 1.0
used client signatures)



http://tools.ietf.org/html/rfc6749
http://tools.ietf.org/html/rfc6750

OAuth 2.0 protocol

User Client (webS|te or app) Service Provider
S
S
1. Use
TLS for all
2. Redirect: Authorlzatlon request (scope) connections
-

~¢—3. User authentication and approving access to scope=——
|

|
C 4. Redirect: Authorization (access token, scope)
|

5. Delegated access:

— —
(access token)

—7. Continued use=—p»

 User authorizes the client (web site or mobile app) to access the
service

— Client may restrict the of delegated access
« Security based on an opaque and
— Token is typically a random number

— Service providers remembers the scope of authorized access for each
token



OAuth for authentication?

The message flow in OAuth looks like SAML -
tempting to use the same protocol for authentication

— User would prove its identity by delegating access to a
(dummy) resource associated with the user account

In principle, this is a bad idea:

— OAuth access token enables client to access a resource
on the service provider

— The client in OAuth does not know or care who gives it the
token, as long as the token works for accessing SP

— The protocol does not prevent the client from sharing the
token with others

=>» Malicious client can impersonate its users to other clients

Autentication based on OAuth standardized as Openld
Connect

http://openid.net/developers/specs/



http://openid.net/developers/specs/

Openld Connect

User Relying Party RP _
(OAuth_client) Openld Provider OP

(OAuth SP)

=
® 1. Use
TLS for all
C 2. Redirect: Authorization request (scope) connections
|
i P
73 _|Jser authentication and approving access {0 SCOpDE -
|
Q 4. Redirect: Authorization (code)
-
5. Userinfo Request: ;
(code)
6. Userinfo Response ID Token
R (signed ID Token) ~ | specifies
e/ CONtiNUE USEm—- “audience”
i.e. RP

* Authentication built on OAuth 2.0, REST API, JSON data formats

« Access token is replaced with a code that is used only for retrieving
user identity and other attributes from OP



ID token encoding

: "https://c2id.com",

: "alice",
: "s6BhdRkgt3",
: "n—-0S6_WzA2Mj",
: 1311281970,
: 1311280970,
" : 1311280969,
: "urn:2fa",

= IIMTI..'II

Encoded as a JSON Web
Token (JWT).

The claims about the subject
are packed in a simple
JSON object.

It is sighed. Typically with
the provider's private RSA
kKey or a shared secret
(HMAC) issued to the client
during registration.

Is URL-safe.



