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Advanced Encryption Standard

NIST (National Institute of Standards and Technology) kezdeményezésére
Cél: kovetkezd évtizedek titkosito algoritmusa a US kormanyzat szamara

1997. szeptember 12.: Request for candidate algorithms

Minimum feltételek: nyilvanos, licensz mentes, szimmetrikus kulcsu, blokk
kodold, blokk méret: 128 bit, kulcs méret: 128/192/256 bit

Ertékelési szempontok: biztonsag, SW/HW szamitasi hatékonysag,
memoriaszukséglet, rugalmassag (blokk és kulcsméret, szamitasi platform,
konstrukciok: PRNG stb.), egyszeriség
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1998. augusztus 20.: 15 First AES Candidates

nyilvanos vizsgalat 1999. aprilis 15-ig

1999. augusztus 9.: Round 1 Report (MARS, RCB6, Rijndael, Serpent, Twofish)
nyilvanos vizsgalat 2000. majus 15-ig

2000. oktober 2.: Round 2 Report (Rijndael)

FIPS-197: AES Standard, 2001. november 26. (AES-128, AES-192, AES-256)
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128 bites blokk: 16 byte
4x4-es tombbe rendezve:

input bytes State array output bytes
ing | ing | ing | inp, Soo | Soq | Soa | Sua outy | outy | outg |out),
in | ins | ing | in 9 Sio | S| Si2 | S 9 out) | outs | outy |out)y
iny | ing in | iny Sa0 | S2.1 | S22 | S23 ouly | outg loutglouty
iny | ing Viny | ins Sag | S| S0 | S outy | out; |outy |outs

a byte-okat polinomként kezeli:

h,x" +bx" +b.x +b,x* +bx* +b,x* +bx+b,

o0sszeadas, szorzas: GF(28)-ben
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AES-ben hasznalt modulus:

m(x) = Yt o+l

minden byte reprezentalhaté polinomként
példa (01010111)x(10000011) szorzasra:

X+ +xiFx+ ) (x Fx+l) = B T E e N S L
X x4 x
i 4 2
X' HxTHxT+x+1
= D R T R N A L R
P 0 x4+ modulo (2 Hxt+xTHx+1)

= X +x"+1.

azaz: (01010111)x(10000011)=(11000001) hatékonyan szamithato
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4 byte-bol word képezheté: a(x)=ayx’ +a,x* +a;x+a,
az egyutthatok GF(28) -beliek

osszeadas: a(x)+b(x)=(a,®D, ) +(a, ® Db, x4 (¢, ®b))x+(a,®b,)
szorzas modulo (x4+1):  a(x) ® b(x)

dx)=d,x’ +d,x" +dx +d,
matrix alakban:
d,=(a,eb,)D(a,eb )D(a,eb,)D(a, eb,)

d, a, a, a, a,||b,
d =(a,®b,)D(a,eb)D(a,eb,)D(a,eb,) 4| la a a a b
d, =(a,ob,)®(a, b)) ® (a,eb,) D (a;eb,) d,|  |la a a, a b,
d,=(a,*b,)D(a, b )D(a,eb,)P(a,eb,) | 4 ] [y ay a a,][by]
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4x4-es tomb oszlopai: egy 32 bites word
oszlopok szama: Nb=4

input bytes State array output bytes
ing | ing | ing | inp, Soo | Soq | Soa | Sua outy | outy | outg |out),
in | ins | ing | in 9 Sio | S| Si2 | S 9 out) | outs | outy |out)y
iny | ing in | iny Sa0 | S2.1 | S22 | S23 ouly | outg loutglouty
iny | ing Viny | ins Sag | S| S0 | S outy | out; |outy |outs

kulcsok: 128/192/256 bit, vagyis 4 soros tombbe rendezve: Nk=4, 6 vagy 8

Key Length | Block Size | Number of

round: helyetteSIteS Nk words) | (Nb words) Rounds
sor eltolas (N1)
oszlop keverés AES-128 4 | 10
AES-192 6 4 12

kulcs hozzaadas

AES-256 8 4 14
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Cipher (byte in[4*Nb], byte out [4*Nb], word w[Nb* (Nr+l1)
begin

byte statel[4,Nb]

gtate = in

AddRoundKey (state, w[0, Nb-11) // See Sec. 5.1.4

for round = 1 step 1 to Nr-1

SubBytes (state) // See Sec. 5.1.1
ShiftRows (state) // See Sec. 5.1.2
MixColumns (state) // See Sec. 5.1.3
AddRoundKey (state, wlround*Nb, (round+1l)*Nb-1])

end for

SubBytes(state)
ShiftRows (state)

AddRoundKey (state, w[Nr*Nb, (Nr+l) *Nb-1])
InvCipher (byte in[4*Nb], byte out[4*Nb], word w[Nb* (Nr+l)])

out = state begin
end byte state[4,Nb]
state = in

AddRoundKey (state, w[Nr*Nb, (Nr+l)*Nb-11) // See Sec. 5.1.4

for round = Nr-1 step -1 downto 1

InvShiftRows (state) // See Sec. 5.3.1

InvSubBytes (state) // See Sec. 5.3.2

AddRoundKey (state, wl[round*Nb, (round+1l)*Nb-1])

InvMixColumns (state) // See Sec. 5.3.3
end for

InvShiftRows (state)
InvSubBytes (state)
AddRoundKey (state, w[0, Nb-11)

ocut = state
end
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helyettesités (SubBytes): inverz GF(28)-ban, majd

leképezés: |», 1 00 0 1 1 1 1|[p] [1
bl [ 1000 1 1 1|5 |1
byl |1 1 1 00 0 1 1|5 |0
z;_;_1111(J001b,‘+0
bl |1 1 1 1 1 00 Offn] |0
bl 10 1 1 1 1 1 0 Offbs]| |1
bl {001 1 1 1 1 0fhb| |1
byl 10 0 0 1 1 1 1 1f5] |0

_ _ _ S-Box . - -

Sool Sai 3“'1%"" — Soo | Soq | S 5o
=

S0 g 12 | 513 510 5.,{.| S

Si0] 8 |LS S5 Sip | S |. 3: §

SN IR R S0 | 3 3 S
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'3?
0 1 2 3 4 5 6 7 8 9 a b c d e f
0| 63| 7¢| 77| 7Tb | £f2 | 6b | 6f| 5| 30| 01| 67| 2b | fe | A7 | ab | 76
ll ca| 82| c9| 7d| £a | 59| 47| £0| ad | d4 | a2 | af | 9¢ | a4 | 72| <O
2| b7 | £d | 93| 26| 36 | 3£ | £7 | cc| 34| a5 | e5 | £1| 71| 48| 31| 15
3] 04| c7 | 23] c3| 18| 96| 05| 9a| 07| 12| 80| e2 | eb | 27 | b2 | 75
4|1 09| 83| 2c| 1a| 1b| 6e| Ba| a0 | 52 | 3b | d6 | b3 | 29| e3 | 2£ | 84
5| 53] d1]| 00| ed| 20| fc | b1 | 5b| 6a | cb | be| 39| 4a | 4c | 58| cf
6|l d0 | ef | aa| fb | 43| 4d| 33| 85| 45| £9| 02| 7£| 50| 3c | 9f£ | a8
7] 51| a3 | 40| 8£f| 92| 9d| 38| £5| be | b6 | da| 21| 10| ££| £3 | d2
8l cd| Oc| 13| ec | B5f£ | 97| 44| 17 | c4 | a7 | 7Te| 3d| 64| 54| 19| 73
9l 60 81| 4f | de | 22| 2a| 90| 88| 46 | ee | b8 | 14| de | e | Ob | db
ale0| 32| 3a| 0a| 49| 06| 24| 5c| c2 | d3 | ac| 62| 91| 95| e4 | 79
bl e7]| cB8| 37| 6d| 8d| d5 | 4e | a9 | 6c | 56| f4 | ea | 65| 7a| ae | 08
clba| 78| 25| 2e| 1c| a6 | b4 | c6| e8| dd| 74| 1£f]| 4b | bd | 8b | 8a
d| 70| 3e| b5 | 66| 48| 03| f6
el el | £8 | 98| 11| 69 | 49 | 8e

flscl ail 89 oal b | e6 | 22 0 1 2 3 4 5 6 7 8 9 a b c d e f

0] 52| 09| 6a|ds | 30| 36| ab | 38 | bf |40 | a3 | 9e | 81 | £3 | 47 | fb

1] 7c¢ | e3 | 39| 82 | 9b | 2E | ££ | 87 | 34 | Be | 43 |44 | c4 | de | e9 | cb

2154 | 7b | 94 (32 | a6 | c2 |23 | 3d | ee | 4c | 95 | Ob | 42 | fa | c¢3 | 4e

3108 | 2e | al | 66 | 28| d9 | 24 | b2 |76 | 5b | a2 |49 ]| 64| 8b | dl | 25

41 72 | f8 | £f6 | 64 | 86 | 68 | 98 | 16 | d4 | a4 | 5c | cc | Bd | 65 | be | 92

5l6c |70 ]| 48 | 50 |fd | ed | b9 | da | 5e | 15 | 46 | B7 | a7 | 8d | 94 | 84

6] 90 | d8|ab | 00 |Bc | bc | d3 | 0a | £7 | e4 | 58 | 05 | b8 | b3 | 45 | 06

x 71d0 | 2c | 1le | 8f |ca | 3£ | 0f | 02 |cl |af | bd |03 | 01| 13 | 8a | 6b

813a | 91| 11|41 | 4f | 67 |dc |ea | 97 | £2 | cE£ | ce | £0 | b4 | e6 | 73

919 |ac | 74| 22 |e7 | ad |35 | 85 |e2 | £9 | 37 | eB | 1c | 75 | Af | 6e

al 47 | £f1 | 1a | 71 | 1d | 29 | c5 | 89 | 6f | b7 | 62 | 0e | aa | 18 | be | 1b

blfc | 56 | 3e|4b | c6 [ d2 | 79 |20 | 9a | db | c0O | fe | 78 | cd | ba | f4

c|llf |dd | a8 | 33 |88 | 07 | e¢7 |31 (b1l |12 ] 10 | 59|27 |80 | ec | 5f

d| 60 [ 51| 7£]1 a9 |19 | b5 | 4a | 0d|2d | eb5 | 7a | 9f | 93 | c¢9 | Sc | ef

elal0 |[e0 | 3b | 4d | ae | 2a | £f5 | b0 [ cB8 | eb | bb | 3c | 83 | 53 | 59 | 61

£fl17 | 2b | 04 | 7e | ba | 77 | dé6 | 26 | el | 69| 14 [ 63 | 55 | 21 | Oc | 74




Advanced Encryption Standard

sor eltolas (ShiftRows):

ShiftRows ()

i, i,
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oszlop keverés (MixColumns):
az oszlop polinom szorzasa

s (x) = a(x) @ s(x) s..| [02 03 01 Of] En
3 7 . 7 q

a(x) = {03}x +{01}x"+{01ljx+ {02} Yle |2 o1 0203 01 5.
s, | |01 01 02 03]]s,,

a’'(x)=1{0bjx’ + {od}x’ + {09}x + {0} sio| 103 01 01 02]]s,,

MixColumns ()

,j'“_“ b”.(- Sil_j 5‘,3__1 S’.tll_il b”‘t gllh_h .5'”
10 L $12 15 St 21 I
55 0 52.{ 5, 5 | 55 f;':_” 5'2..: 3';: S,
83.0 5‘3.{' § § f"_ll_n S c p S
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kulcs hozzaadas (AddRoundKey):

['SJ”.-;' 3 'Sl‘ l.e ® 'S'.\;.c' 3 'S'.‘\.c' ] = ['S“.c' 3 ’SI|.t' 3 'Sj.t' . S .1\.c'] @ [‘..1‘f'fl|'|r."i'fr:".\r'.lll-“"t']

[ = round * Nb
JS”,{' JS”,-L'
,j'”_“ 2 SIJ..‘\ . -5'”_“ ' )2 'Sil,,:
—y ‘.1\ . Y
’5[‘(- - [+¢ ---‘-"'l-..__ . JS[,(' }
S0 *"'"‘T’ Al 251
g W 2 | Wi - 5' -
Syoll 72c J 5, 2. §
2. 2.0
S31.0 A . S3.3 Syo || S ¢ §

Nb(Nr+1) 4 byte-os kulcsot kepez az Nk x 4 byte-os kulcsbdl
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kulcs kiterjesztés (Key Expansion):

KeyExpansion (byte key[4*Nk], word w[Nb* (Nr+l)], Nk)
begin
word temp

i=20

while (i < Nk)
wli] = word(key[4*i], key[4*i+1l], key[4*i+2], key[4*i+3])
i = 1i+1

end while

i = Nk

while (i < Nb * (Nr+1l)]
temp = w[i-1]
if (i mod Nk = 0)
temp = SubWord(RotWord (temp)) xor Rconl[i/Nk]
else if (Nk > 6 and i mod Nk = 4)

temp SubWord (temp)
end 1if
wl[i] = w[i-Nk] =xor temp
i=1i+1

end while
end
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Cipher Key =

Wn= 2b7e1516

W, = 28aed2ab

W, = abf71588

Wy = 09cf4f3c

2b 7e 15 16 28 ae d2 a6 ab f7 15 88 09 cf 4f 3c

. . \ . wli] =
ooy | ET Rotword () |subtiond () [REOR [1/NK] ::ﬁl Room | WL e
4 09cf4f3c | c£4£f3c09 | 8a84eb01 | 01000000 | 8b84eb01 | 2b7e1516 | alfafel?
5 a0fafel? 28aed2ab | 88542chl
6 88542cbhl abf71588 | 23a33939
7 23a33939 09cf4f3c | 2a6c7605
8 2a6c7605 | 6c76052a | 50386be5 | 02000000 | 52386beb | a0fafel7 | £2c295f2
9 f2c255f2 88542chbl | 7a96b9%43
10 | 7a96b943 23a33939 | 5935807a
11 5935807a 2a6c7605 | 7359f67%
12 | 7359f67f | 59£f67£73 | cb42d28f | 04000000 | cf42d28f | £2c295£f2 | 34804774
13 | 34804774 7a96b943 | 4716fele
14 | 4716fele 5935807a | 1le237e44
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Input = 32 43 f6 a8 88 B5a 30 8d 31 31 98 a2 e0 37 07 34
Cipher Key = 2b 7e 15 16 28 ae d2 a6 ab f7 15 88 08 cf 4f 3c

Round Start of After After After Round EKey
Number Round SubBytes ShiftRows MixColumns Value
32|88|31|e0 2b|28|ab|09
_ 4315a|31|37 Telae|£7 |cf
input @ =
f6|30]|98|07 15(d2|15|4f
a8|8d|az|34 l6|a6|88|3c
19]|a0|%a|ed d4 |e0 b8 |1le d4|el|b8|1le 04|e0| 48|28 a0|8g|23|2a
3d|f4|ce|£8 27 |bf b4 |41 bf|b4 41|27 66|ch |£8 |06 fa|54|a3|6c
: ei|e2|8d|48 11|98 |5d|52 5d[52|11|98 81]19 43|26 @ fel|2c|39|76 i
be|2b|2a|08 ae|fl | a5|30 30|ae|fl|eb e5|%a|7aldc 17|b1|35|05
ad4|68|6b|02 49|45 |7£ |77 4945(7£|77 58|1b|db|1b f2(7a|59|73
Sc|9f|5b|6a de|db |29 |02 db|39|02|de 4d|4b|e7|6b c2|96|35|59
? T7£|35|ea|50 d2|96|87 |53 87(53|dz |95 cal|5a|ca|b0 ® 95 |b% |80 |f6 i
f2|2b|43]49 89|fl|1la|3b 3b|(89|f1l]1la fllac|a8|eb £2(43|7a|7f




